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MANAGEMENT OF CYBER WHISTLEBLOWER 
REPORTS RECENT UPDATES TO CYBERSECURITY 
WHISTLEBLOWING REGIME 

• FTC Press Release, January 4, 2022
– “The FTC intends to use its full legal authority to pursue companies that 

fail to take reasonable steps to protect consumer data from exposure as a 
result of Log4j, or similar known vulnerabilities in the future . . . Failure to 
identify and patch instances of this software may violate the FTC Act.”

• EU Whistleblower Directive: New reporting category for “protection of 
privacy and personal data, and security of networks and information 
systems,” starting December 17, 2021 for companies with over 250 
employees
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PRACTICAL STEPS

• Treatment of Complaints
– Either create new section in code of conduct or whistleblowing guidelines 

to address recognition and routing of cyber complaints
– Segregate cyber complaints from others

• Intake and Routing
– Prepare to intake cyber complaints from multiple reporting channels
– Include critical threshold questions to guide behavior of intake (in both IT 

and non-IT functions)
– Consult with third-party hotline vendor to address threshold questions
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PRACTICAL STEPS (CONT.)

• Management of Response
– Designate an appropriate, dedicated individual as primarily responsible
– Designated individual should be able to recognize differences between 

routine security issues and failure to address more serious or ongoing 
cybersecurity concerns 
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PRACTICAL STEPS (CONT.)

• Start Investigation
– Ascertain nature and scope of reported cybersecurity concern
– Several categories:
 Less technical or less serious matter, manageable by in-house IT or security 

personnel
 Serious matters requiring expertise of third-party security consultant
 Matters that, due to unique circumstances, warrant use of outside forensics 

company, engaged under privilege
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PRACTICAL STEPS (CONT.)

• Preserve Attorney-Client Privilege
– When obtaining legal advice during response to serious cybersecurity 

whistleblower complaints, preserve attorney-client privilege and evaluate 
whether other measures are necessary 

– Include attorney-client privilege language in MSA/SOW with forensic 
vendor or other consultants

– Issue under case law of engaging existing consultant or obtaining new 
forensic one 

– Question or privilege arises when regulators or plaintiffs attempt to compel 
discovery of forensic reports after a cybersecurity incident 
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PRACTICAL STEPS (CONT.)

• Monitor Resolution
– Documentation must be adequate and supportable to assist in drafting a 

final report
– Determine whether any disclosure obligations to the board, regulator or 

government agency, investors, partners, affiliates, or contracting parties
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PRACTICAL STEPS (CONT.)

• Ongoing Internal Dialogue 
– Representatives of chief legal, compliance and information security offices 

should have ongoing dialogue regarding business’s cyber resiliency, 
resource allocation, vulnerability identification and management, 
cybersecurity incidents, and expanding enforcement landscape

– Ongoing dialogue provides helpful forum for identifying and addressing 
issues in advance before maturing into a whistleblowing report

– Dialogue would help demonstrate to reviewing body that business is taking 
cybersecurity whistleblowing complaints seriously 

10



mwe.com

WHISTLEBLOWER MYTHBUSTING 

• Whistleblowers must have clean hands
• Whistleblowers must be an employee of the organization on which 

they’re reporting
• Employee whistleblowers always must first report their concerns 

internally
• Companies will get prompt notice of a complaint
• Companies can manage risk via NDAs 
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SEC WHISTLEBLOWER PROGRAM

12

• SEC authorized to make monetary awards to:
– Eligible individuals who 
– Voluntarily provide original information 
– That lead to successful SEC enforcement actions 
– Resulting in monetary sanctions exceeding $1 million

• Awards = 10 – 30% of collected monetary sanctions
• Confidential submissions
• No retaliation against cooperating employees
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NEW SEC WHISTLEBLOWER RULES

• Proposed rules announced on February 10, 2022
• All comments due by April 11, 2022
• Program expansion
• First proposed amendment: SEC can make an award that might 

otherwise be covered by alternative whistleblower program
– Potential approaches: Comparability, Whistleblower Choice, Offset, 

Topping Off
• Second proposed amendment: SEC can consider the dollar amount of 

a potential award for increasing, but not decreasing, the amount
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SEC’S FOCUS ON CYBERSECURITY 

• Proposed cybersecurity rules for RIAs and funds 
(February 9, 2022)
– Breach disclosure obligations (within 48 hours)
– Policies and procedures addressing cybersecurity 

risk
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• Proposed cybersecurity rules for public companies 
(March 9, 2022)
– Breach disclosure obligations (within four business 

days)
– Policies and procedures addressing cybersecurity 

risk (including board oversight and cybersecurity 
expertise)

• Chairman Gensler’s January 24, 2022 speech on cybersecurity
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DOJ CIVIL CYBER FRAUD INITIATIVE

• Announced in October 2021
• DOJ will use the power of the False Claims Act to initiate suits against 

federal contractors and grant recipients who knowingly:
– Provide deficient cybersecurity products or services to the U.S.G.
– Misrepresent their cyber security practices and protocols
– Fail to fulfill their obligations to report incidents and breaches

• DOJ is encouraging whistleblowers to come forward and reassuring 
them of their protections

• U.S. et al., v. Comprehensive Health Services settlement
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CYBER WHISTLEBLOWING IN THE GOVERNMENT 
CONTRACTS SPACE

• Overview
– The False Claims Act – a whistleblower’s most lucrative mechanism for 

alleging non-compliance with cybersecurity requirements for Government 
Contractors

– NIST 800-171 to CMMC 2.0 – the evolving framework of cybersecurity 
requirements

– Interplay between contractual reporting requirements and responding to 
cyber whistleblowers
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• The Federal Government has a variety of tools to encourage 
whistleblowers to report fraud, waste, abuse, and/or retaliation in 
Federal procurements

CYBER WHISTLEBLOWING IN THE GOVERNMENT 
CONTRACTS SPACE (CONT.)

• Chief among these tools is the civil False Claims Act (“FCA”), 31 U.S.C. 
§ 3729, which imposes civil liability on an individual or company that, 
inter alia:
– Knowingly presents, or causes to be presented, a materially false or 

fraudulent claim for payment or approval, or 
– Knowingly makes, uses, or causes to be made or used, a false record or 

statement material to a false or fraudulent claim
• Invoices submitted under contracts induced by false statements have 

been held to violate the FCA
17
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CYBER WHISTLEBLOWING IN THE GOVERNMENT 
CONTRACTS SPACE (CONT.)

• The Civil FCA allows for civil actions by the Federal 
Government, as well as “qui tam” actions by persons 
and entities with evidence of fraud, known as “relators,” 
who sue on behalf of the Government
– In qui tam actions, the Government has the right to 

intervene and join the action
– If the Government declines to intervene, the relator 

may proceed on his/her own
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• FCA violations expose contractors to:
– Treble damages (three times actual damages);
– Civil penalties for each violation;
– Suspension/debarment from Federal contracting 

(including suspension/debarment of affiliates of the 
contractor)

• Negative publicity, including being named in a DOJ 
press release
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CYBER WHISTLEBLOWING IN THE GOVERNMENT 
CONTRACTS SPACE (CONT.)
• Falsity:

– Requires an “objective falsehood” 
– Express false certification of compliance with a material contract term or 

regulation in connection with an invoice, when in fact the contractor was not in 
compliance

– Implied false certification:
 imposes liability at a minimum when a defendant:

- submits a claim that makes specific representations about good or services 
provided,
- but fails to disclose defendant’s noncompliance with a statutory, regulatory, or 
contractual requirement, such that the omission renders the representations 
misleading half-truths

19 US ex rel. Escobar v. Universal Health (2016) – open question without “half-truths”
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CYBER WHISTLEBLOWING IN THE GOVERNMENT 
CONTRACTS SPACE (CONT.)

• Knowledge:
– Actual knowledge; deliberate ignorance of the truth or falsity of the 

information; or reckless disregard of the truth or falsity of the information.
– The FCA does not require proof of specific intent to defraud
– It is an open question whether the collective knowledge of several 

employees is enough to create corporate knowledge, and which 
employees’ knowledge counts for corporate knowledge

– It is also disputed under what circumstances a defendant can be found to 
have knowingly violated an ambiguous contract requirement or regulation
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CYBER WHISTLEBLOWING TARGETS IN THE 
GOVERNMENT CONTRACTS SPACE
• From NIST SP 800-171 to CMMC 2.0

– NIST SP 800-171 currently provides agencies with recommended security 
requirements for safeguarding controlled unclassified information (“CUI”) 
residing in nonfederal systems and organizations

– Compliance with NIST SP 800-171 has been required for years by DFARS
204-7012, Safeguarding Covered Defense Information and Cyber Incident 
Reporting

– The Cybersecurity Maturity Model Certification (“CMMC”) Framework is 
DoD’s effort to move from a regime of contractor certification of compliance 
with NIST SP 800-171 to third-party verification of compliance with a tiered 
model of cybersecurity standards

21



mwe.com

CYBER WHISTLEBLOWING TARGETS IN THE 
GOVERNMENT CONTRACTS SPACE (CONT.)

• DoD Assessment Methodology
– CMMC has been repeatedly delayed and was 

recently relaunched as CMMC 2.0 in Dec. 2021
– In the meantime, DoD in 2020 issued an interim 

DFARS rule (the “Interim Rule”) implementing the 
NIST SP 800-171 DoD Assessment Methodology to 
establish a mechanism for assessing and verifying 
compliance with NIST SP 800-171
 The Interim Rule contemplates that CMMC will 

apply to all DoD solicitations and contracts 
(except those exclusively COTS items) by 
October 1, 2025

 The Interim Rule contemplates that CMMC
requirements will be implemented on an 
individual solicitation/contract basis until then 

22

– The Interim Rule requires DoD contractors to score 
their compliance with NIST SP 800-171, self-report 
that score on the Supplier Performance Risk 
System, and provide a timeline for full compliance

– Full compliance with all 110 NIST SP 800–171 
security requirements generates a score of 110; 
contractors deduct from that total points for 
unimplemented requirements, according to the 
methodology

– DoD contractors with scores under 110 must report 
the date when full compliance will be achieved –
i.e., the date when all plans of actions and 
milestones (“POAMs”) will be completed 
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CYBER WHISTLEBLOWING TARGETS IN THE 
GOVERNMENT CONTRACTS SPACE (CONT.)
• DoD Assessment Methodology (cont.)

– Separates assessments into three levels – Basic, 
Medium, and High – reflecting the depth of the 
assessment performed and DoD’s level of 
confidence in the score

– Basic assessments will be completed and reported 
by the contractor, which will use the DoD 
Assessment Methodology

– DoD may choose to complete an assessment of 
contractors for Medium and High assessment levels 
“based on the criticality of the program or the 
sensitivity of information handled by the contractor”

– DoD stated in March 2022 that it would begin 
conducting Medium assessments in “a couple 
months”
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– Key takeaways
 The requirements are evolving and highly 

subjective, with little authoritative guidance beyond 
the NIST SP itself and DoD’s Assessment 
Methodology artifacts

 The scores reported in SPRS suggest a level of 
precision and objectivity that often may not exist, 
but appear to be precisely the sort of objectively 
false statements that the FCA is designed to combat

 The detail behind the scores and POAM dates are 
not reported in SPRS, but will likely provide the 
basis for whether the scores/dates were objectively 
false.

 Allegations of cybersecurity violations often require 
a level of knowledge/technical understanding that 
many whistleblowers do not have (but this will not 
stop them)
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CYBER WHISTLEBLOWING TARGETS IN THE 
GOVERNMENT CONTRACTS SPACE (CONT.)
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CYBER WHISTLEBLOWING TARGETS IN THE 
GOVERNMENT CONTRACTS SPACE (CONT.)

• Reporting obligations and whistleblowers
– Individual contracts have a host of agency- and contract-specific reporting 

requirements
– DFARS 252.204-7012 requires contractors to report cyber incidents that 

affect a covered contractor information system or the covered defense 
information residing therein, or that affect the contractor’s ability to perform 
requirements designated as operationally critical support
 Cyber incidents are reported to the DoD Cyber Crime Center (DC3) via 

https://dibnet.dod.mil/; DC3 notifies individual COs
– Cyber incident reports can and should be marked as proprietary and 

confidential and exempt from disclosure under FOIA
25
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CYBER WHISTLEBLOWING TARGETS IN THE 
GOVERNMENT CONTRACTS SPACE (CONT.)

• Under the FCA's public disclosure bar, relators are 
prohibited from bringing an FCA lawsuit based on a 
fraud that has already been disclosed through certain 
public channels, unless the relator is an “original 
source” of the information  31 U.S.C. § 3730(e)(4)(A)

• An original source is an individual who either 
– Prior to a public disclosure under subsection, 

voluntarily disclosed to the Government the 
information on which allegations or transactions in a 
claim are based, or 

– Has knowledge that is independent of and materially 
adds to the publicly disclosed allegations or 
transactions, and who has voluntarily provided the 
information to the Government before filing an 
action under this section

26

• Companies should not avoid or curtail reporting cyber 
incidents that expose potential non-compliances for 
fear of FCA liability (which actions/omissions could 
likely exacerbate that liability), companies must 
anticipate that their reports will be obtained by 
whistleblowers either in the ordinary course of the 
whistleblower’s activities or in discovery
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CYBER WHISTLEBLOWING TARGETS IN THE 
GOVERNMENT CONTRACTS SPACE (CONT.)
• Reporting obligations and whistleblowers

– Individual contracts have a host of agency- and contract-
specific reporting requirements

– DFARS 252.204-7012 requires contractors to report cyber 
incidents that affect a covered contractor information 
system or the covered defense information residing therein, 
or that affect the contractor’s ability to perform requirements 
designated as operationally critical support
 Cyber incidents are reported to the DoD Cyber Crime 

Center (DC3) via https://dibnet.dod.mil/; DC3 notifies 
individual COs

 Cyber incident reports can and should be marked as 
proprietary and confidential and exempt from disclosure 
under FOIA

– All contractors have a broad duty to voluntarily disclose to 
agency Inspectors General and contracting officers credible 
evidence of an FCA violation.  FAR 52.203-13(b)(3)(i)(B)
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– As companies learn of a whistleblower’s allegations, 
they must carefully assess whether a reportable cyber-
incident or other event has occurred and whether there 
is credible evidence of an FCA violation

– Whistleblower allegations can take months to emerge, 
and the first indication may be a civil investigative 
demand, subpoena, or other inquiry from DOJ or an IG, 
or when a qui tam complaint is unsealed.

– Failure to make required reports may provide additional 
evidence of knowledge/reckless disregard

– Reports may also disclose other violations that are 
beyond the scope of the whistleblower’s inaccurate or 
misguided allegations, but that are identified in a 
diligent review of security controls in response to those 
allegations

https://dibnet.dod.mil/
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EU WHISTLEBLOWER DIRECTIVE OVERVIEW

28

• Applies to public and private 
sector organizations

• Protects current and former 
employees, shareholders, interns, 
and third parties who could suffer 
work related retaliation

SCOPE OF DIRECTIVE CONDITIONS FOR 
PROTECTION

CATEGORIES OF 
REPORTING

Citation: Directive (EU) 2019/1937 of the European Parliament and of the Council of 23 October 2019 on the protection of 
persons who report breaches of Union law, 2019 O.J. (L 305), available here.

• Whistleblowers may report 
internally or externally, but must 
have reasonable grounds to 
believe that matters reported are 
true 

• Four categories of reporting:
– Anonymous reporting
– Internal reporting
– External reporting
– Public disclosure

• Note: Whistleblowers do not first 
need to make an internal report 
before making an external report

• Creates new categories of reporting for the “protection of privacy and personal data and security of networks and 
information systems” 

• Prohibits retaliation against those who report these matters

https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32019L1937
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EU WHISTLEBLOWER DIRECTIVE: 
CATEGORIES OF REPORTING

ANONYMOUS REPORTING

• Member States to decide whether businesses and 
competent authorities are required to accept and follow 
up on anonymous whistleblowing reports 

• Some EU countries have already adopted statutes

Note: Internal reporting requirement for private sector 
employees with 50 to 249 workers does not come into 
effect until December 17, 2023

INTERNAL REPORTING

29

• Businesses, including private sector employers, with at 
least 50 workers must:
– Establish channels and procedures for internal 

reporting and follow-up consultation
 Acknowledge receipt of report within 7 days 
 Provide feedback within 3 months from receipt of 

report 
 Keep records of every report received for no 

longer than is necessary and proportionate to 
comply with Directive and other legal 
requirements 
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EU WHISTLEBLOWER DIRECTIVE: 
CATEGORIES OF REPORTING (CONT.)

EXTERNAL REPORTING

• Member States must designate competent authorities 
to receive, follow up, and provide feedback on external 
reports

• Designated authorities must:
– Acknowledge receipt of report within 7 days in most 

circumstances
– Follow up and provide feedback within 6 months
– Keep records of every report received for no longer 

than is necessary and proportionate to comply with 
Directive and other legal requirements 

PUBLIC DISCLOSURE

30

• Directive will only protect individuals who make public 
disclosures if they:
– First made an internal or external report, but no 

appropriate action was taken in response to the 
report within the timeframe; or

– Reasonable belief that: 
 Reporting matter presents danger to public 

interest; or
 There is risk of external retaliation or low 

prospect of breach being effectively addressed
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THANK YOU!
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