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FATF virtual assets guidance sets new burdens, Money Laundering Regulations
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The Financial Action Task Force's (FATF) changes to guidance on virtual assets impose new compliance burdens on service
providers ahead of amendments to the Money Laundering Regulations (MLRs) informed by the guidance, consultants said. They spoke
out after HM Treasury specified, in a recent call for evidence on its review of the UK's anti-money laundering/counter financing of
terrorism (AML/CFT) supervision regime, that any final MLRs amendments, including for crypto-asset service providers, would become
focused secondary legislation laid in spring 2022. 

The updated FATF guidance says in paragraph 291 that virtual asset service providers (VASPs) should have recourse to the possibility
of not sending customer information to a counterparty VASP when they believe it will not handle it securely while they continue to
execute the transfer if they believe the AML/CFT risks are acceptable. 

"This can put an extra burden on the compliance officer," said Siân Jones, partner at XReg Consulting in Gibraltar. The originator
VASP's compliance officer must make a risk assessment on the matter, and manual oversight of the decision may be required, she
said. The receiving VASP needs to carry out consistency checks to ensure the intended beneficiary is the same as its client, she said.

This new element of the guidance is part of the travel rule, covered by FATF Recommendation 16, which requires financial institutions
to include required originator and beneficiary information on wire transfers. The MLRs are guided by the principle that Recommendation
16, should be consistent across financial services, HM Treasury said in its consultation on the MLR amendments, closed on October
14. 

"HM Treasury's proposals are looking at ways to give effect to the FATF guidance under UK law," said Arvin Abraham, a lawyer at
McDermott Will & Emery in London.

The UK Financial Conduct Authority (FCA) cannot require VASPs to carry out the travel rule in the FATF guidance, however, because it
is not yet in the MLRs.

"If guidance has not yet been implemented into law, then the FCA should not be evaluating systems and controls with an eye to it,"
Abraham said. The FATF guidance can be viewed as best practice standards that would be helpful for VASPs to adopt, he said.

The FCA is concerned the registration standards it is permitted to apply under the MLRs are far less demanding than those applicable
under the Financial Services and Markets Act 2000, it said in its perimeter report of October 2021. 

"I have seen that the FCA is already asking firms registering under the crypto-assets regime to consider and implement the FATF virtual
assets red flag indicators of money laundering and terrorist financing when developing their transaction monitoring framework," said
David Rodriguez, a consultant at Compliancy Services in Hitchin, Hertfordshire. This may be indicative of the approach the FCA would
like to adopt in future, he said. 

In the UK national risk assessment of money laundering and terrorist financing of December 2020, HM Treasury and the Home Office
said the FCA was re-examining the intensity of its supervision, as suggested by the UK's mutual evaluation report by FATF in 2018.

The FCA had accepted this recommendation and was developing a new data-driven supervisory strategy in response to these
concerns, they said. The UK continued to ensure it was updating its AML/CTF framework to align with the latest FATF standards,
including for crypto-assets, they said. 

In the context that countries try to obtain the highest possible FATF ratings, VASPs should be under no illusion that the UK government
and its nominated AML regulator, the FCA, are serious about implementing FATF's recommendations on virtual assets and VASPs, and
the FCA registration regime for crypto-asset businesses introduced in January 2020 demonstrates this, Jones said. 

"I’d expect the FCA when looking at whether systems and controls are in place in VASPs to take into account the revised FATF
guidance including its new elements, whether the detail of these becomes specified in amendments to the MLRs or not," she said.

The FCA declined to comment.
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