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Regulation of crypto-ventures and crypto-tokens 

remains a murky area, with differing regulatory 

approaches globally and a shifting landscape that makes 

doing business more complex and increases the risks 

that market participants face. This note aims to clarify 

the current state of crypto regulation in the United 

Kingdom to help those seeking to establish new crypto-

ventures or transact in crypto-tokens comply with the 

law and avoid any regulatory pitfalls. 

1. UNDERSTANDING THE LANDSCAPE 

– TYPES OF CRYPTO-TOKENS AND 

CRYPTO-VENTURES, AND ARE THEY 

REGULATED? 

Fortunately for crypto-market participants, UK 

legislators and regulators have recognised the benefits 

of clear rules to promote the growth of the market, 

encourage innovation and ensure best outcomes for 

customers. The Financial Conduct Authority (FCA) 

remains the main regulator for crypto-ventures and 

crypto-tokens in the United Kingdom. To come under 

the FCA’s regulatory perimeter under the Regulated 

Activities Order (RAO), a crypto-venture must be 1) 

transacting in “specified investments”1, 2) undertaking a 

“specified activity” 3) operating as a business and 4) 

conducting activities in the United Kingdom. Where a 

crypto-venture meets all of these requirements, the 

                                                           
1 The concepts of “specified investments” and “specified activities” are defined in the Financial Services 

and Markets Act 2000 (Regulated Activities) Order 2001 (SI 2001/544). For purposes of this note, we will 
use “regulated activity” and “regulated investment” to simplify the parlance. 

business must obtain FCA authorisation before 

commencing the regulated activity. Failing to do so 

would constitute a criminal offense. 

It is important to keep in mind that some crypto-tokens 

are not regulated investments and therefore crypto-

ventures dealing with them would not require 

authorisation for their crypto-activities (although such 

ventures may still be regulated and require authorisation 

for other purposes). Likewise, authorisation would not 

be required if the activity is conducted by an individual, 

rather than a business, or if the activity is conducted 

wholly outside of the United Kingdom.  

The table below sets out the four different types of 

crypto-tokens as specified by FCA and its guidance on 

whether they are regulated or not. It also covers the 

types of businesses associated with those tokens that 

would typically require FCA authorisation. Keep in 

mind that the FCA’s regulatory perimeter covers 

underlying specified activities rather than the overall 

business. For simplicity we don’t detail the underlying 

specified activities in the below table. Instead we list the 

businesses that are likely to be conducting activities that 

would be regulated. The underlying specified activities 

and permissions that could be required are set out in the 

table in Part 2 of this note.   
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2 Stablecoins could be classified as Security Tokens, E-money 

Tokens or Exchange Tokens depending on the nature of the 
underlying asset and the stabilisation techniques used. 

Crypto-Token2 Description Regulated Businesses / 
Permissions Required 

Regulated Crypto-Tokens 

Security Tokens Tokens that provide rights and 

obligations similar to a share or debt 
instrument, which could include rights 
to ownership, payment of specific 
sums at a later date, or a share of 
future profits. 

 

 Exchanges and trading 
platforms 

 Custodians and wallet 
providers 

 Payment providers 
(permissions required may 
not be strictly due to the 
crypto aspect of activities) 

 Investment advisers, 

brokers and other 
intermediaries 

 Issuer or designers of E-
money tokens or Security 
Tokens would typically not 
require regulatory 
permissions where the 
tokens serve as the 
equivalent of shares or 
debentures. 

E-money Tokens Tokens that meet the definition of “e-
money” under the E-money 
Regulation. Must enable users to 
make payments in transactions with 
third parties and be accepted by 
parties other than the issuer. Includes 
tokenised versions of fiat currencies. 

Unregulated Crypto-Tokens 

Exchange Tokens Alternatives to fiat currencies that do 
not meet the definition of e-money as 
they are not readily accepted for 
third-party transactions. Bitcoin is a 
classic example. 

N/A 

Utility Tokens Tokens that allow users to access 

products or services on a blockchain 
platform. May overlap with Security 
Tokens or E-money Tokens and 
would be regulated if so. Where a 
Utility Token would eventually convert 
into a Security Token later in its life, it 
will be treated as a Security Token 
from the outset. 



 

 

 Navigating Murky Terrain: Is Your Crypto-venture Regulated In The United Kingdom?     3 

 

2. IN THE HOT ZONE – IF A CRYPTO 

VENTURE IS REGULATED, WHAT 

RULES APPLY? 

Basic Requirements 

Even if the crypto-tokens are not regulated, if the 

business otherwise requires FCA authorisation, certain 

requirements will also apply to its crypto activities, 

including: 

 FCA’s Principles for Business – e.g., fair dealing, 

acting in the best interests of customers, and 

exercising the requisite skill, care and diligence. 

 Senior Managers and Certification Regime – Any 

individuals performing controlled functions within 

authorised firms will be liable for breaches with 

respect to their crypto-activities regardless of 

whether the tokens are regulated. 

 •Financial Promotion Rules – These are discussed 

in more detail below. 

Regulatory Authorisations 

If the business involves both regulated investments and 

regulated activities, it must obtain authorisation from the 

FCA before commencing activity. The permissions 

required could span a variety of regulations, including 

the Financial Services and Markets Act (FSMA), E-

money Regulations and Payment Services Regulations. 

The business will need to obtain specific authorisation 

from the FCA for each of the regulated activities it 

intends to pursue, and failure to do so would constitute a 

criminal offense. In practice, these authorisations would 

all fall within one application and the requirements to be 

satisfied would overlap, including: 

 A business plan setting out planned activities 

together with associated risks; 

 A description of how the business proposes to 

fund its activities, including details of 

investors and funding sources; and 

 Details of the corporate governance structure, 

including the board, senior management and 

governance arrangements.
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Crypto 
ventures 

Operating 

an MTF or 
OTF 

Dealing in 

investments 
as principal 

Dealing in 

investments 
as agent 

Arranging 

deals in 
investments 

Managing 
investments 

Safeguarding 

and 
administering 
investments 

Making 

arrangements 
with a view to 
investments 

Sending 

dematerialised 
instructions 

FSMA e-

money 
permissions 

(if a credit 

institution, 

credit union 
or municipal 
bank) 

E-Money 

Regulation 
permissions 

Payment 

Services 
Regulations 

permissions 

(remittance, 

account 
operation, 
execution) 

Issuers and 

designers 
of Security 
Tokens* 

           

Issuers and 

designers 

of E-
money 
Tokens 

           

Payment 
providers 

           

Investment 
advisors 

           

Exchanges 

and trading 
platforms 

           

Custodians 

and wallet 
providers 

           

* Regulatory permissions would normally not be needed where a company is acting simply as issuer or designer of its own security tokens rather than those of a third-party. 

Regulatory authorization required. 

Regulatory authorization potentially required 
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Financial Promotions 

The financial promotions restrictions under FSMA 

apply to the marketing of regulated crypto-tokens 

irrespective of whether the crypto-venture requires FCA 

authorisation to operate, although various exemptions 

may apply. These restrictions also apply to unregulated 

crypto-tokens if they are advertised together with a 

regulated product or service. Generally, if the crypto-

venture is unregulated but wishes to promote a regulated 

crypto-token, the promotion must be done in 

conjunction with a firm that has received FCA 

authorisation and has approved the communication. The 

content of the communication must also comply with 

the FCA’s rules on financial promotions, with the main 

requirement being that the promotion is clear, fair and 

not misleading. Marketing crypto-tokens in breach of 

these restrictions is a criminal offense.  

One important point to keep in mind with respect to 

these rules and restrictions is that where a crypto-

venture is FCA authorised but is marketing an 

unregulated crypto-token, such as Bitcoin, the venture 

cannot imply in the communication that its authorisation 

extends to the unregulated crypto-token. 

Other Rules and Regulations 

A variety of other regulations may also apply to crypto-

ventures depending on the activities they undertake, 

including the Prospectus Regulation, Market Abuse 

Regulation, Money Laundering Regulations, Disclosure 

Guidance and Transparency Rules, Listing Rules, 

trading exchange/platform rules, and local laws in 

jurisdictions where an offer is made available 

internationally. These are outside the scope of this note, 

but should be kept in mind as they could be relevant. 

3. NAVIGATING THE MINEFIELD – HOW 

TO DETERMINE WHETHER YOU ARE 

REGULATED? 

As a threshold matter, the FCA’s regulatory perimeter 

applies only where a business is dealing with regulated 

                                                           
3 The FCA’s Innovation Hub support materials are available here. 

investments and conducting a regulated activity. It is 

important in the first instance to perform a thorough 

analysis of the crypto-tokens at issue to determine 

whether they should properly be considered regulated 

Security Tokens or E-money Tokens, or whether instead 

they would be considered unregulated Utility Tokens or 

Exchange Tokens. Once that assessment has been 

concluded, it is necessary to consider the nature of the 

business’ activities and whether they would be regulated 

as per the types of business and activities set out in the 

table in Part 2. Other factors to consider are whether the 

activity involves a business at all (vs being conducted 

by an individual in their personal capacity) and whether 

it is being conducted wholly outside of the United 

Kingdom, if either of these factors holds true then again 

the FCA’s regulatory perimeter would not apply. 

Many crypto-ventures have unique business 

propositions that do not neatly fit into the FCA’s 

categories for regulated activities. Because of the rising 

numbers of these types of business, in 2014 the FCA 

launched Project Innovate, which provides direct 

support to innovative businesses to help them 

understand the FCA’s rules and processes. A crypto-

venture may be eligible to submit a request for guidance 

to the FCA’s Direct Support Team where it can prove 

that its business model is genuinely innovative and 

likely to provide a benefit to customers, and that the 

firm has a genuine need for support.3   

The Project Innovate support process is designed to be 

easily accessible and comprehensible, and it would be 

possible for firms to access and complete the guidance 

request materials even without the involvement of a 

solicitor, although professional advice may help a firm 

to more easily complete the submission and make a 

credible case with the FCA. If the FCA confirms that its 

regulatory perimeter does not apply, there would be no 

need to seek authorisation, and the reverse would apply 

where it disagrees with that assessment.   

 

 

https://www.fca.org.uk/firms/innovation/direct-support
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4. CONCLUSION 

While the regulated status of crypto-tokens and crypto-

ventures remains murky, the United Kingdom—in 

contrast to many jurisdictions—has attempted to put in 

place a framework that helps to clarify ambiguity and 

provide firms with support in the event there is any 

doubt. While the regulatory approach in this space likely 

will continue to evolve over time, there are at least some 

ground rules in place in the United Kingdom to help 

navigate this uncertain landscape. Where a firm falls 

within the FCA’s regulatory perimeter, it will need to 

seek authorisation for each of its regulated activities 

before commencing operations. Failure to do so is a 

criminal offense in the United Kingdom, making this an 

assessment of great import. 

 


